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associated data contained therein. This shall apply to all applications which are either hosted 
directly by the CIA or provided through outsourced, third party providers. For the purposes of 
this policy both shall be considered CIA network or computer resources. Unauthorized use is 
�•�š�Œ�]���š�o�Ç���‰�Œ�}�Z�]���]�š�����X�����d�Z�����š���Œ�u�•���^���µ�š�Z�}�Œ�]�Ì�������h�•���Œ�_�����v�����^�µ�•���Œ�_�����Œ�����Z���Œ���]�v���(�š���Œ���µ�•������
interchangeably. 
 
PRIVACY 
Any information traffic sent over t�Z�������/���[�•���v���š�Á�}�Œ�l�����v�������}�u�‰�µ�š�]�v�P���Œ���•�}�µ�Œ�����•�U���Á�Z���š�Z���Œ���Á�]�Œ�����}�Œ��
wireless, becomes CIA property.  Users cannot have any expectation of privacy concerning this 
information, its source, or its destination.  At all times, CIA has the right, but not the obligation, 
to access, monitor, and record network and computer system usage.  There are systems 
currently in place to record such usage, as well as the files, information, and location of all sites 
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need to know for legitimate business reasons, or when necessary to protect a property right or 
other legal interest of CIA.   
 
Any personal, password protected, internet-based email account, e.g., Gmail, Hotmail, Yahoo, 
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10. Disrupting or damaging the academic, research, administrative, or related pursuits of 
another;  

11. Invading the privacy, academic or otherwise, of another or the threatened invasion of 
the privacy of another, except as allowed for under FERPA law. 
 

Users who engage 
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I.  Unauthorized Activities 
 
Users are prohibited from attempting to circumvent or subvert any security measures 
implemented for the CIA computing and network systems. The use of any computer program or 
device to intercept or decode passwords or similar access control information is prohibited. 
This section does not prohibit use of security tools by IT system administration personnel, in a 
manner consistent with CIA policies and procedures. 
 
Deliberate attempts to degrade the performance of a computer system or network or to 
deprive authorized users of access to or use of such resources are prohibited. 

J.  Denial of Service Attacks 
 
�����v�]���o���}�(���•���Œ�À�]���������š�š�����l�•�U���–�(�]�Œ�������}�u���]�v�P�–�U���Zf�o���u�]�v�P�[�U���Z�Z�����l�]�v�P�[�U���Z�•�‰�}�}�(�]�v�P�[�U���Z���Œ�����l�]�v�P�[�U�����v�������v�Ç���}�š�Z���Œ��
type of malicious or mischievous intrusion or network attack against any network and 
computing resource user, any host on the CIA 
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B.  
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application. In addition, all personal devices must be fully updated with the most recent vendor 
supplied security patches. 

G.  Public Information Services 
 
Departments and individuals may, with the permission of the Associate Vice President of IT and 
Vice President of Administration and Shared Services of The CIA, configure computing systems 
to provide information retrieval services to the public at large under the auspices of the CIA. 
However, in so doing, particular attention must be paid to issues addressed earlier in this 
policy, such as authorized use, responsible use of resources and individual and departmental 
responsibilities. In addition, copyrighted information and materials and licensed software must 
be used in an appropriate and lawful manner. 
 
MOBILE COMMUNICATION DEVICES 
 
Users, who have a valid business need for the use of a MCD may be authorized by their 
department head and/or cabinet member to be issued with such equipment. The department 
head is responsible for reviewing this authorization annually. All devices authorized for CIA 
employee use must then be approved by the AVP �t Information Technology. All MCD must be 






